Abstract-Proton-induced single-event effects hardness assurance guidelines are developed to address issues raised by recent test results in advanced IC technologies for use in space environments. Specifically, guidelines are developed that address the effects of proton energy and angle of incidence on single-event latchup and the effects of total dose on single-event upset. The guidelines address both single-event upset (SEU), single-event latchup (SEL), and combined SEU and total ionizing dose (TID) effects.
mechanisms for proton-induced single-event effects, we have developed a comprehensive hardness test guideline. This guideline takes into account both mechanisms that have been known for years and those that have been more recently identified. It is the first known proton hardness assurance test guideline for qualifying ICs for use in space environments. The guideline addresses both single-event upset (SEU), single-event latchup (SEL), and combined SEU and total ionizing dose (TID) effects. (Proton-induced TID dose effects are adequately addressed by the U.S. test guideline Mil-Std 883 Method 1019 and the European test guideline BS 22900 [6] .) The test guideline does not address single-event effects caused by the direct ionization of protons. Recent works performed on highly-scaled advanced IC technologies ( nm technologies) have shown that proton-induced direct ionization effects can increase the SEU cross section at low proton energies [7] , [8] . In this paper, the mechanisms underlying the test guideline and the key features of the guideline are discussed.
II. PROTON-INDUCED SINGLE-EVENT UPSET
A heavy-ion test can be used as a hardness assurance test for proton-induced single-event effects. If no upsets are detected at a linear energy transfer (LET) below 40 MeV-cm /mg, then it is highly unlikely that devices will upset during proton exposure and proton hardness assurance testing does not have to be performed. This is true for both SEU and SEL hardness assurance testing. An LET value of 40 MeV-cm /mg comes from the maximum LET of secondaries that can be generated by proton nuclear interactions with the high-Z materials commonly used to fabricate present-day ICs (e.g., proton nuclear interactions with tungsten) [3] . If heavy ions with LETs below 40 MeV-cm /mg do cause upsets (or latchups) then proton-induced SEU (or SEL) hardness assurance testing should be performed as described below.
The effects of both bias voltage and temperature on proton-induced SEU are well understood. Temperature does not have a significant effect on SEU hardness unless circuits are built using temperature sensitive passive elements (e.g., feedback resistors for SEU hardening). As a result, SEU testing can normally be performed at room temperature. Worst-case bias supply voltage is nominally the minimum operating bias which results in the lowest noise margin. However, the worst-case bias for some device types may not be the minimum operating bias. For example, for SOI devices, the worst-case bias voltage could be other than the minimum supply voltage due to parasitic bipolar effects. To determine the worst-case bias, it is a good practice to start the 0018-9499/$26.00 © 2009 IEEE test by determining the worst-case bias at the highest proton energy.
Two test conditions that can have a significant effect on proton-induced SEU are total ionizing dose exposure and proton angle-of-incidence. Past work on older technologies exploring the combined effects of total dose and single event effects showed that exposing devices to ionizing radiation can degrade the proton [9] , [10] and heavy-ion single-event upset (SEU) hardness [11] , [12] . Axness et al. [11] attributed the increase in SEU sensitivity with total dose for these technologies with relatively thick gate oxides to large transistor threshold voltage cell imbalances in the memory cells. The magnitude of the radiation-induced threshold voltage shifts can be considerably different for ON and OFF biased transistors, leading to large imbalances in the threshold voltages. Because the gate oxide thicknesses of advanced IC technologies have significantly decreased, this mechanism is expected to no longer have a significant effect. However, it was recently shown that exposure to ionizing radiation can significantly increase the single-event upset cross section of advanced IC technologies [2] , [4] . The mechanisms causing the increase in SEU sensitivity in these technologies are not fully understood.
The effect of total dose exposure on proton-induced SEU is given in Fig. 1 , which is a plot of the SEU cross section versus total dose for 4-Mbit SRAMs total-dose irradiated using 50-MeV protons with a checkerboard pattern (CB) written to the memory array [4] . The SEU cross section was measured with either a CB pattern or a checkerboard complement pattern. The cross section was determined from the incremental number of errors divided by the incremental fluence at each radiation level. Between SEU characterizations, SRAMs were total dose irradiated to specific total dose levels. The total dose per SEU characterization was approximately 1 krad(SiO ). All irradiations were performed and all measurements were taken at room temperature, 25 C, with a power supply bias, , of 3.3 V. For this device, the effect of total dose on SEU cross section depends strongly on the pattern written to the memory array during irradiation and SEU measurement.
For SRAMs with the same pattern written to the memory array during total dose irradiation and SEU measurement (CB pattern), the SEU cross section increased from cm at a total dose of 1 krad(SiO ) (first measurement point) to cm after irradiating to 89 krad(SiO ), more than a 40 times increase in cross section. Coincident with the increase in SEU cross section, the static power supply leakage current, , increased from 0.44 mA to 88 mA for devices written with a CB pattern during total dose irradiation and during SEU characterization. For SRAMs with the opposite pattern written to the memory array during SEU measurement, the SEU cross section decreased from cm to cm over the same total dose range. The leakage current increased from 0.44 to 8.6 mA for the SRAMs written with a CB during total dose irradiation and written with a pattern during SEU characterization. As a result, the memory pattern written to the memory array made more than two orders of magnitude difference in cross section at the highest total dose level.
Even though the memory pattern during TID irradiation and SEU characterization impacted the SEU cross section for all SRAMs examined, the worst-case response was not always for a CB pattern written to the memory array during TID irradiation and SEU characterization. For some SRAMs, the worst-case response was for SRAMs written with a CB pattern during TID irradiation and with a pattern during SEU characterization. To date, these results have been observed only for SRAMs. However, until other device types have been shown not to have a TID effect on SEU sensitivity, it should be assumed that other device types could also be prone to TID effects on SEU sensitivity. This will of course increase the potential number of devices that need to be characterized and test costs. As a result, the effects of an increase in SEU cross section with TID on overall system requirements should be taken into account before the tests are performed.
A second test condition that can impact the SEU cross section is the proton angle of incidence [1] , [13] . For many bulk silicon ICs, the sensitive volume dimensions are comparable to the other device dimensions and the energy deposited does not depend significantly on the proton angle of incidence and thus, proton hardness assurance testing can be performed at any angle of incidence (typically normal angle). This is not necessarily true for all advanced IC technologies. One notable device type where this is not true is silicon-on-insulator (SOI) devices [1] . In SOI devices, circuits are built in a thin silicon layer on top of an oxide. The thickness of the silicon layer is typically considerably thinner than horizontal circuit dimensions. As a result, the sensitive volume dimensions are considerably smaller perpendicular to the surface than parallel to the surface. Therefore, assuming that the majority of secondary particles are forward scattered, the longest path length through the sensitive volume is for nuclear reactions parallel to the surface (grazing angles). Because of this, the proton SEU cross section can increase by more than an order of magnitude as the angle of incidence is changed from normal to grazing angle [1] .
For all SRAMs that have exhibited a total-dose effect on SEU cross section, the increase in SEU cross section coincides with an increase in . This suggests that one can pre-screen ICs for total dose effects on SEU hardness by first determining whether or not there is an increase in with total dose at the dose rate(s) of interest by following the principles outlined in Mil-Std 883 Method 1019 or BS 22900. However, the mechanisms for the increase in SEU sensitivity with total dose are not fully understood. To ensure that devices do not have a total dose effect on SEU, it is recommended that hardness assurance testing be performed on devices that have been total dose irradiated using Co-60 gamma rays, low-energy x rays, or protons to 80% of the maximum total dose expected for the system of interest prior to SEU characterization and on non-irradiated devices. The TID irradiations should be performed in the worst-case bias conditions for TID effects. In general, these bias conditions will be different than the bias conditions for worst-case SEU effects. This total dose level is somewhat arbitrary, but gives a practical value between the maximum total dose of the system (observed for only a very short time) and lower values which could result in significant underestimations of the error rate. Note that testing at 50 to 300 rad(Si)/s can be overly conservative because of significantly larger increases in at these dose rates than would be obtained at space-like dose rates. To allow for this, one can perform the total dose irradiations at lower dose rates (e.g., 10 mrad(Si)/s) or let the devices anneal at room temperature as outlined in Method 1019. However, the devices cannot be subjected to a rebound test to reduce . Also note that the increase in can be technology and/or circuit dependent. As a result, the SEU cross section of different types of circuits built in the same technology by the same manufacturer or the same type of circuit built by different manufacturers may be impacted differently by total dose exposure.
A. Test Guideline for Proton-Induced SEU
Based on the above discussion, two test conditions that need to be included in a comprehensive proton hardness assurance test guideline for devices for SEU are combined TID/SEU and proton angle of incidence effects (in addition to bias supply voltage and temperature). Fig. 2 is a flow diagram for proton SEU hardness assurance testing that incorporates these parameters in a practical manner. For SEU (and SEL) testing, testing should start at the highest proton energy and be continued using progressively lower proton energies. The effects of displacement damage and the total dose per SEU characterization (for the same fluence level) are less at high proton energies. In addition, the effects of proton energy losses due to the sides of the IC package and test fixture are minimized and one has the best assurance that the proton energy will be above the proton energy threshold (assuming the SEU cross section is proton sensitive), potentially saving test time.
At the highest proton energy, one can determine the worstcase bias supply voltage and whether or not the SEU cross section depends on total dose and/or angle of incidence. The worstcase bias supply voltage can be determined by measuring the SEU cross section at the minimum and maximum operating voltage. Unless found otherwise, testing should be performed at the minimum bias supply voltage.
If the SEU cross section is impacted by proton angle of incidence, the dimensions of the sensitive volume are likely to be largest parallel to the surface. As a result, by characterizing devices at normal and grazing angles, it can be determined whether or not the SEU cross section is significantly impacted by proton angle of incidence. If it is determined that there is no effect of angle of incidence, then testing can be performed only at normal angle of incidence. Otherwise, testing should be performed at both normal and grazing angles of incidence. Note that grazing angle of incidence can also have an orientation dependence. For example, the worst-case test condition could be for angles of incidence that are aligned parallel to the channel widths of the transistors. To ensure that the grazing angle of incidence is aligned along the width of the channel regions, tests should also be conducted by varying the grazing angle of incidence by 90 degrees.
To determine whether or not the SEU cross section is sensitive to TID, the SEU cross section of total dose irradiated and non-irradiated ICs must be compared. However, as noted above, for an SRAM the memory pattern written to memory array during total dose irradiation and during SEU characterization can have a profound impact on the sensitivity of the SEU cross section to total dose. Thus, SRAMs should be SEU characterized (at a minimum) using the same pattern written to the memory array as used during total dose irradiation and using the complement pattern. If applicable, other circuit types should also be characterized in different test configurations (e.g., different memory patterns).
If the SEU cross section is sensitive to total dose, then every SEU characterization will add to the total dose that the device is exposed to. Repeated SEU characterizations will increase the SEU cross section. As a result, to obtain accurate SEU cross section versus proton energy curves, multiple devices will be required to obtain a single curve. Also, there will be a trade off between irradiating to relatively high fluence levels to obtain a large number of upsets for high statistical confidence in the data and the increase in SEU cross section due to total dose exposure. Again, a large number of devices may be required to characterize the SEU cross section with high statistical confidence. As the proton energy is decreased, the total dose deposited for a given fluence increases and the SEU cross section may decrease requiring devices to be irradiated to higher fluence levels to obtain the same number of upsets. This greatly compounds the problems associated with total dose exposure.
For an SRAM, total dose irradiating devices in a CB pattern and SEU characterizing devices in both a CB and is a good practice for determining worst-case device response. For these patterns, devices will be characterized in the same and opposite states as that used for the total dose irradiations. For other devices, it can be considerably more difficult to determine worst-case test conditions (if not impossible). For these devices, it is best to work with the system designer to determine worst-case test conditions for the system of interest.
Once the worst-case conditions are identified (e.g., SEU/TID and angle of incidence), testing should be continued at progressively lower proton energies using at a minimum the worst-case test conditions until the proton upset threshold is determined. To obtain more accurate estimates of the average error rate in system application, it may be necessary to characterize devices using multiple conditions. For example, if the SEU sensitivity is impacted by total dose, it may be desired to characterize the SEU cross section at multiple total dose levels to determine the change in error rates during space flight.
B. Sample Size
To accurately measure the SEU cross section, multiple devices may be required to obtain a single cross section curve. In addition to this, to obtain high statistical confidence in the data, many parts per data point may be required. For example, Mil PRF-38535 suggests that many devices (e.g., 22) are required to obtain good statistical confidence in the data. However, because of device cost and availability, and test costs, this large number of devices is often impractical for SEE testing. Fortunately, the variation in SEU cross section (or the probability of SEL) does not substantially vary from device to device. Because of this, adequate statistical confidence in the data normally can be obtained by characterizing much fewer devices (e.g., three to five devices per data point).
III. PROTON-INDUCED SINGLE-EVENT LATCHUP
In this section hardness assurance test guidelines are developed for SEL hardness assurance testing of advanced IC technologies. These guidelines address the importance of proton energy [2] , [3] and proton angle of incidence [1] , [13] . For example, historically, relatively low energy proton sources ( 60 MeV) have been allowed to be used for SEL hardness assurance testing. This is based on the fact that above MeV, the linear energy transfer (LET) of Si recoils increases only slightly as the proton energy is increased [14] . This suggests that as long as the proton energy used for proton-induced SEL hardness assurance testing is above 50 MeV, the probability for detecting a latchup will not significantly increase for higher energy protons. However, this was recently found not to be true, in general, for advanced IC technologies [2] , [3] . For some devices, it was determined that the SEL cross section can continue to increase as proton energy is increased. In fact, some devices only latched up at very high proton energies ( 200 MeV). This is illustrated in Fig. 3 . This figure is a plot of the SEL cross section for SRAMs fabricated from five different vendors measured at 85 C. Vendor A and B SRAMs have a high SEL cross section and low threshold energy and there is almost no difference in the measured cross section for proton energies greater than MeV. On the other hand, vendor D and E SRAMs are much harder than vendor A, B, or C SRAMs. In fact, no latchups were detected at 25 C for vendor D and E SRAMs for any proton energy. At 85 C, the lowest energy at which latchups were detected for vendor D SRAMs was 223 MeV, while for vendor E SRAMs, latchups were only detected at 490 MeV, the highest energy examined. In addition to a significantly higher proton energy threshold for latchup for vendor D and E SRAMs, the latchup cross sections were very low. Hence, proton energy has a substantial effect on the probability for detecting latchup at elevated temperature. These results clearly show the importance of testing using a high-energy proton source. Even testing at a facility with a maximum energy of 200 MeV would probably have falsely concluded that vendor D and E SRAMs were latchup-free. The above results illustrate that the worst-case temperature for SEL testing of present-day SRAMs is still maximum temperature [15] , [16] . They also show that for systems where latchups cannot be tolerated, latchup testing should be performed using protons with energies at least equal to the maximum proton energy of the system environment or using heavy ions with LETs greater than 40 MeV-cm /mg. Because of practical issues regarding the availability of high-energy proton sources, it is imperative to investigate alternative hardness assurance test methodologies, as discussed below.
One mechanism leading to proton-induced SEL at very high proton energies was determined to be the generation of secondary particles by nuclear reactions of very high energy protons with the high-Z materials inherent to advanced IC technologies. For example, the maximum LET of Si recoils due to elastic proton collisions with Si atoms is MeV-cm /mg. However, proton nuclear reactions with W (used in all high-density SRAMs) can produce secondary particles with LETs as high as MeV-cm /mg [3] . These higher LET secondary particles may cause latchups in circuits that are not sensitive to the LETs characteristic of secondary particles generated by proton nuclear reactions with Si. As a result, low energy proton sources can greatly underestimate the latchup probability and to ensure devices are latchup free, it is critical that high energy proton sources be used for SEL hardness assurance testing. Nevertheless, proton-induced latchups due to high-LET secondary particles are rare events (i.e., have low cross sections), and therefore proton SEL hardness assurance test decisions should be made bearing overall system reliability requirements in mind. Hardness assurance decisions should take into account issues such as the flux of high-energy protons in the system environment and the probability of SEL that can be tolerated.
The impact of proton angle of incidence on SEL has been previously investigated for older technologies [17] , [18] . Results showed less than a 20% increase to approximately a five times increase in latchup cross section as the proton angle of incidence is changed from normal to grazing angle. Results on advanced IC technologies showed a much larger effect of proton angle of incidence on SEL (up to a 16 times increase in SEL cross section at elevated temperatures) as illustrated in Fig. 4 , [5] . This figure is a plot of the SEL cross section for SRAMs from one manufacturer characterized at a temperature of 75 C at angles of incidence of 0 and 85 degrees at proton energies from 50 to 495 MeV. These SRAMs are 1 Mbit devices, fabricated in a 0.14-m technology. They have separate core and I/O voltage levels. The nominal voltages are 1.5 and 3.3 V for the core and I/O, respectively. The SEL testing was performed at worst-case bias conditions of 1.6 and 3.6 V. At a proton energy of 105 MeV, the SEL cross-section at normal incidence is a factor of larger for devices characterized at 75 C than for devices characterized at room temperature. Similarly, for SRAMs characterized at grazing incidence the SEL cross-section is times larger at 75 C than devices tested at room temperature. This is an example of a device type for which the proton SEL cross-section is strongly dependent on temperature, angle of incidence, and proton energy. For the devices of Fig. 4 it appears that at high angles of incidence, the SEL cross section saturates at a much lower proton energy than at normal incidence [13] . The magnitude of the effect of proton angle of incidence on SEL depends on proton energy with a maximum effect at moderate proton energies ( MeV) and decreasing to a negligible effect at very high proton energies ( MeV). As a result, the impact of proton angle of incidence on hardness assurance testing will depend on the maximum energy of the proton source.
A. Test Guideline for Proton-Induced SEL
Using our understanding for the mechanisms for proton-induced SEL testing, we have also defined a test flow for SEL hardness assurance testing. This test flow is given in Fig. 5 . The maximum energy of protons in space will depend on the satellite orbit. For trapped protons in earth-based space orbits, the maximum proton energy is around 400 MeV [19] . Hence, the ideal test facility for proton SEL hardness assurance testing should be capable of providing protons with energies of least 400 MeV. There are few radiation facilities with this high of proton energies. One facility capable of providing this energy is TRIUMF [20] , [21] .
The number of proton facilities capable of providing protons with energies at or above 400 MeV is limited. There are several facilities that can provide protons with energies at or above 180 MeV. In most space environments, the number of trapped protons with energies above 180 MeV is a small percentage of the total proton distribution [19] . Hence, it may be an acceptable risk to perform hardness assurance SEL testing at lower proton energies. If this is deemed to be the case, testing procedures at these facilities are the same as at facilities with higher proton energies with one notable exception, i.e., at lower proton energies angle of incidence can impact the probability for SEL. If no proton test facilities are available with proton energies at least equal to 180 MeV, proton testing should not be performed. Instead, SEL testing may be performed using heavy ions with LETs greater than those expected from nuclear recoils generated by proton interactions (LETs greater than 40 MeV-cm /mg).
1) Testing at Proton Facilities With Proton Energies
400 MeV: SEL testing should be performed at the highest temperature and bias expected for the system at a proton energy of 400 MeV or above. Note that if devices are to be qualified for general use, then devices should be characterized at the maximum temperature and bias supply voltage as defined by product specification. In general, system device requirements are the same or less stringent than product limits. Devices should be irradiated to a sufficiently high fluence such that if no latchups are detected, the probability for latchup meets system requirements (calculated from the fluence and assuming one latchup). Although there is no strong evidence that either proton-induced total dose or displacement damage has a significant effect on SEL, the total dose exposure inherent to high-fluence proton irradiations may increase the static operating current of the device to prohibitively large current values (or even cause functional failure). If continued device characterization causes prohibitively large increases in static current or functional failure, multiple test devices may be required to reach the target fluence.
Ideally, a latchup test should allow for both functional testing and current monitoring. Some parts are known to show only small latchup-induced increases in currents and without functional testing it may be difficult to detect such microlatchups. Functional tests could also be used to detect single-event snapback in SOI devices where the increase in static power supply current can be negligibly small. If functional failures are detected, the power should be cycled to ensure that there is no permanent damage to the device. By examining vector maps and by recycling the power supply, single-event latchups (and single-event snapback) can be distinguished from single-event upsets, single-event functional interrupts, etc. For cases where functional testing is not practical, devices can be characterized in their preferred power-up logic state, i.e., they do not have to be written with a specific pattern prior to exposure. For this case, the power supply current must be continuously monitored during irradiation. When the power supply current increases to above a preset limit a latchup is recorded. To measure a latchup cross section, multiple latchups must be recorded as a function of proton fluence. To measure multiple latchups, after a latchup is first recorded, the power supply voltage must be quickly removed for a short period of time (e.g., 0.5 s) to clear the latchup state, the power supply voltage must be reapplied, and the latchup test can be continued. (Note that one must account for this dead time when determining the effective SEL cross section at a given proton energy. Also, to keep the dead time correction small the time between latchups should be much longer than the time period chosen for removing the bias. This could require the proton flux to be decreased.) To avoid catastrophic device failure caused by repeated latchup testing, the device current should be limited to a safe operating value. The preset limit should be set to a current 10% above the static current for the device. (This preset limit can be higher or lower and may depend on device and radiation conditions.) Note that this current can change with temperature and total dose. As a result, it may have to be adjusted as testing continues.
The device can be accepted if no latchups are detected and the test is over (assuming the device is still functional). If latchups are detected, a complete SEL cross section curve may be required to determine the probability for SEL in space flight. If the SEL cross section is being characterized, the SEL cross section should be compared to the initial cross section at the highest proton energy to ensure that repeated testing has not changed the SEL cross section with accumulated total dose (fluence). Again, this decision should be made bearing overall system reliability requirements in mind. Hardness assurance decisions should take into account issues such as the flux of high-energy protons in the system environment and the probability of SEL that can be tolerated.
2) Testing at Proton Facilities With Proton Energies 180 MeV and
MeV: Testing should begin using the highest proton energy, maximum temperature, maximum bias supply voltage, and with the proton beam aligned parallel to the device surface (grazing angle of incidence). Although the amount of increase in SEL cross section with increasing angle of incidence varies from part to part, all devices examined to date show that the worst case SEL cross section is at grazing angles of incidence for lower energy proton irradiation. If latchups are detected, a complete SEL cross section curve may be required to determine the probability for SEL in space flight. If no latchups are detected, testing should be repeated at normal angle of incidence to ensure that the incident protons cover the entire part, and there is less chance for issues associated with misalignment of the part in the beam or due to proton energy loss caused by the sides of the packages and test fixtures. If no latchups are detected the test is over and the device can be accepted (bearing in mind the accepted risk of performing the SEL hardness assurance tests at proton energies possibly below the maximum proton energy in the space environment). If latchups are detected, a complete SEL cross section curve may be required to determine the probability for SEL in space flight.
3) Test Facilities With Proton Energies
MeV; Heavy-Ion Test Alternative: Testing should begin at the highest ion LET, at the maximum temperature, and at the maximum bias supply voltage. It is necessary to de-package ICs and expose the active silicon region prior to heavy ion testing because heavy ions at typical test energies have much shorter ranges in silicon and packaging materials than protons. Remember that protons induce single-event effects through the generation of secondary particles with much higher LETs than those of the protons themselves. Data and calculations suggest that if no SELs can be induced by heavy ions with LETs above approximately 40 MeV-cm /mg, no SELs should be observed in a proton environment. Of course, as new high-Z materials are incorporated into technologies, nuclear scattering cross section calculations will need to be updated to ensure that no secondary particles with higher LETs can be generated. If no heavy ion SEL is observed at an LET of 40 MeV-cm /mg, no further testing would be warranted and the device can be considered to have passed SEL requirements. If heavy ion SEL is observed for LETs below 40 MeV-cm /mg, proton SEL testing will be required if it is still desired to use the part in a proton environment.
IV. SUMMARY
During the last several years, a number of papers have increased our understanding of the mechanisms for proton-induced single-event effects in advanced IC technologies that need to be addressed in a comprehensive hardness assurance test program. These mechanisms include the effects of total dose and proton angle of incidence on SEU and proton energy and proton angle of incidence on SEL. Using our understanding of the mechanisms for proton-induced single event effects, we have developed a comprehensive test guideline for proton SEU and SEL hardness assurance testing. The principles underlying the test procedures and the detailed steps of the guideline were discussed.
